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Digitization is rapidly changing the way we do business, but it is also creating more 
attack vectors for cybercriminals. Threat actors are taking advantage of mobility, the 
cloud, and the Internet of Things to infiltrate your infrastructure and steal data. So what 
can you do? 

The answer lies in network visibility. By providing you with insight into your attackers’ 
behaviors and location within your environment, network visibility can help you prevent 
a security event from becoming a full-blown data breach. 

Using our advanced visibility tools, we have assessed the networks of hundreds 
of organizations. We have found countless disturbing issues, ranging from custom 
malware being used for data exfiltration to compromised servers used to target 
government agencies. 

What You Will Learn
In this white paper, we will help you identify these 
troubling activities in your own network to advance 
your network security. Specific topics include: 

• What types of attacker activity are most common

• How network visibility helps you identify suspicious 
network behaviors

• How NetFlow aids network visibility

The Suspicious Seven
Here are seven types of suspicious activities that 
every security team needs to be able to see: 

• Unauthorized DNS use

• Rogue server activity

• Server Message Block (SMB) risk

• Traffic involving suspect countries

• Remote access breach

• Telnet activity

• Other anomalous behaviors

All these activities are common and severe enough 
to warrant consistent monitoring regardless of your 
industry or location. If you cannot detect these 
activities, then you are giving threats a place to hide 
on your network.

Unauthorized DNS Use
DNS servers are integral to network operation, 
especially for accessing the Internet, as they 
translate host names to the appropriate IP address. 
When someone uses an unsanctioned DNS server, 
it can be a sign of malicious activity or policy 
violation. More than 70 percent of organizations we 
have assessed had instances of unauthorized DNS 
use present on their network.

Many organizations rely on their own DNS servers 
to enforce policies such as preventing access to 
forbidden websites. Some savvy users will use 
unauthorized DNS servers to circumvent such policy 
enforcement. This can place the organization at 
risk if the user visits an insecure website or violates 
company policies on web content. 

Even more troubling, 91.3 percent of malware uses 
DNS in attacks, according to the Cisco 2016 Annual 
Security Report. The malware will often reconfigure 
infected computers to use malicious DNS servers. 
These malicious servers redirect users to websites 
that serve exploits or phish for access credentials, 
placing the organization at risk of compromise and 
data loss.

http://www.cisco.com/c/m/en_us/offers/sc04/2016-annual-security-report/index.html
http://www.cisco.com/c/m/en_us/offers/sc04/2016-annual-security-report/index.html
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When the FBI Comes Knocking
A global oilfield services company was informed 
by the FBI that Chinese cybercriminals had 
compromised its network.

The company installed Cisco Stealthwatch, a 
network visibility solution, and within one week 
identified the source of the breach. A local 
user appeared to be logging in from China and 
exfiltrating gigabytes of critical files at a time. 
The user’s access credentials had actually been 
stolen, giving the attacker privileged access to 
sensitive data.

With proper network visibility, this behavior could 
have been identified and remediated before the 
company lost its data.

Rogue Server Activity
Rogue servers are servers that are set up on the 
enterprise network and that administrators have 
no control over. Attackers can use them to gain 
persistent access to the network. In one recent 
case, we found over 30 unknown and unauthorized 
servers in use on an organization’s internal network. 
Many of these servers were not up to date on 
patches and security standards, leaving it vulnerable 
to exploitation and exposing the organization to risk.

Often rogue servers are set up by well-meaning 
employees, such as engineers who want a quick 
testing environment for their work. The security team 
is rarely informed of these servers and, consequently, 
cannot ensure they are secured properly. This 
problem is made worse when the employee forgets 
to disable the server after testing is complete.

Attackers will also set up servers inside networks 
they have compromised. They then use the server 
as a base of operations as they move laterally 
across the network, or as a staging point for stolen 
data before it is exfiltrated.

Server Message Block Risk
Some threats use the Server Message Block (SMB) 
protocol to gain control of hosts. Because the 
protocol is used in many organizations, attackers 
can use it to mask signs of malicious activity. 
Targeted, destructive malware such as Conficker 
can exploit vulnerabilities in SMB to deploy proxy 
tools, install back doors, destroy data, and take 
servers offline. We found suspicious SMB traffic in 
half the organizations we have assessed. 

Even though it is a common protocol, visibility and 
proper analytics can separate good SMB behaviors 
from the bad. For instance, abnormally large 
numbers of SMB sessions, especially between 
hosts inside the network and those on the Internet, 
can be a sign of malware propagation.

Traffic Involving Suspect Countries
Most organizations do business only in certain 
geographic areas. Identifying traffic coming from 
outside those regions is an effective way to detect 
threats. For example, a utility company that serves 
only residents in the central United States should 
not be experiencing significant traffic coming from 
Eastern Europe or Asia. 

This is especially true for traffic coming from regions 
associated with a high volume of threat activity. In 
the organizations we have assessed, 50 percent 
were already compromised by attackers from high-
risk countries.

Organizations that monitor for traffic from suspect 
countries can identify and stop attacks before their 
systems are compromised.

Remote Access Breach
Remote network access is quickly becoming a 
standard business practice for most companies.  
The ability to access company resources at any  
time or place is critical for a mobile workforce, but 
these services are also popular among attackers. 
When compromised, remote access services 
provide attackers with the same privileges as 
legitimate users.

Roughly 38 percent of the organizations we’ve 
assessed experienced some kind of breach due to 
remote access. Gaining visibility of remote access 
traffic is vital for identifying suspicious activity.

Telnet Activity
Telnet is an old and insecure protocol, and its use 
can risk credential compromise and data loss. 
Telnet facilitates communication between machines, 
but most versions have no effective encryption 
capabilities, making it a prime target for packet 
sniffers. When data is transferred in plain text, 
attackers can intercept it to obtain passwords and 
other sensitive information.

Most organizations believe they do not use this 
protocol, but our assessments found that 67 
percent of organizations have Telnet traffic present 
on their network.
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Mainframes and other systems that store sensitive 
data, financial programs, and customer information 
often run Telnet, which leaves them open to attack. 
Since 1994, the CERT Division of the Software 
Engineering Institute has recommended using 
something other than plain text authentication,  
such as with Telnet, due to potential network 
monitoring attacks.

To ensure Telnet is not placing their organization 
at risk, security operators must be able to detect 
and respond to Telnet activity anywhere on the 
enterprise network.

Custom Malware
During a Cisco Stealthwatch evaluation, a large 
technology company discovered that almost  
half of its end-user workstations were infected 
with custom malware written specifically for  
its network.

The malware had been quietly stealing data for an 
unknown period of time. There is no signature for 
situations such as this, but behavioral analysis was 
able to detect the malware scanning, connecting, 
and propagating throughout the network.

Other Anomalous Behaviors
Today’s networks are large and complex, giving 
threat actors many ways to infiltrate them. Even 
more worrisome, most attackers make use of weak, 
default, or stolen access credentials, so they appear 
to be legitimate users. One vital way to separate 
intruders from the users they imitate is to monitor 
network activity for behavior that is abnormal or 
consistent with an attack.

For instance, a host that is scanning the network 
could be performing reconnaissance or propagating 
malware. Likewise, a user that works in marketing 
and usually accesses a few megabytes of network 
resources a day, but suddenly downloads gigabytes 
of engineering materials, could be preparing to 
exfiltrate data outside the network.

Every organization we have assessed had suspicious 
and anomalous behavior present on their network.

Illuminate the Dark Areas of Your Network
Each of these activities poses significant risks 
to your organization, and the ability to see them 
is vital to the security of your data. Pervasive 
network visibility is essential to monitoring for 
these behaviors. Fortunately, most networks have 
monitoring capabilities built in and simply require a 
way to take advantage of them.

Network traffic metadata such as NetFlow is 
inherent in most network infrastructure devices, 
including routers, switches, and firewalls. Cisco® 
Stealthwatch collects and analyzes this data 
to construct an audit trail of all network traffic, 
including IP addresses, ports, users, devices, 
and applications. Cisco Stealthwatch can store 
months or years of flow data without the need for a 
prohibitively large amount of storage space.

With Cisco Stealthwatch, security professionals can 
obtain the in-depth network insight they need to:

• Uncover suspicious attack behaviors in real time

• Investigate previous attack attempts in order to 
identify the root cause

• Trace attacks back to specific users, devices, 
locations, and timeframes

• Improve their organization’s security posture

As more organizations go digital to facilitate greater 
efficiency and mobility, it has become harder to 
keep attackers out of the network. To combat these 
advanced threats, an effective security solution 
needs to be built on the back of visibility. You 
can’t protect what you can’t see. Gaining insight 
into risky network behaviors allows you to build a 
solid security foundation that improves many other 
security initiatives, from policy design to incident 
response.

For More Information
For more information on network visibility and 
Cisco Stealthwatch, visit http://www.cisco.com/go/
stealthwatch.
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